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DISTRIBUTED EXPERT DIAGNOSTIC SERVICE AND SYSTEM 



FIELD OF THE DISCLOSURE 

[001] The present disclosure generally relates to methods and systems for 

providing expert suggestions on diagnostics, and more specifically, to an expert 
diagnostic service and system that use distributed architecture to collect effective fixes 
for various symptoms from a plurality of sources, and based on the collected fixes, 
generate recommendations to diagnose various devices/systems, such as vehicles, 
computers, electronic devices, electrical equipment, machines, engines, etc. 

BACKGROUND OF THE DISCLOSURE 

[002] Various types of expert diagnostic systems provide standard test 

sequences and/or suggestions on diagnosing machines or patients. For example, a 
medical expert system solicits input related to a patient's symptoms and provides 
assistance on finding causes of the symptoms and cures thereof. Some expert 
diagnostic systems provide expert suggestions on what types of tests should be 
conducted to isolate sources of problems, and what types of fixes are available for such 
problems. These expert suggestions are created by a group of experienced experts or 
technicians, and implemented as software or control codes to be executed by the 
diagnostic systems. 

[003] Such type of expert diagnostic systems has its limitations and drawbacks. 

For a new model of machine or vehicle, it usually takes months or years for problems to 
develop, and for experts to become familiar with the machines or vehicles, and their 
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problems. Thus, it usually takes a long time before an expert diagnostic system can be 
developed for a specific model of machine or vehicle. 

[004] In addition, the effectiveness of an expert diagnostic system is limited to 

the source of experts who created the system. For example, if an expert diagnostic 
system is created in Arizona, the experts are likely to be from that geographic area and 
thus problems they have encountered tend to be homogeneous. Thus, although an 
expert diagnostic system created by such experts may work well to solve problems for 
machines or vehicles in areas having weather conditions similar to those of Arizona, the 
conventional expert diagnostic system may not have sufficient expertise to solve 
problems for machines operated under different weather conditions, such as Alaska. 
[005] Moreover, the wisdom of conventional expert diagnostic systems is also 

limited to the small number of experts who created the expert diagnostic systems. 
Given the limited number of experts participated in the development of conventional 
expert diagnostic systems, it is unlikely that a conventional expert diagnostic system 
would be sufficiently sophisticated to address different types of problems effectively. 
Furthermore, after an expert diagnostic system is available, it usually takes a long time 
to develop updates for the systems and distribute the same to consumers. 

[006] Therefore, there is a need to design an expert diagnostic system with 

wisdom from as many experts as possible. There is another need to have an expert 
diagnostic system designed by experts having diverse backgrounds in order to address 
as many types of problems as possible. There is also a need to provide expert 
suggestions for new models of machines or vehicles as soon as possible. An additional 
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need exists to automate the process for collecting wisdom from different experts and to 
implement such wisdom into the expert diagnostic system dynamically. 

SUMMARY OF THE DISCLOSURE 

[007] An exemplary expert service system addresses the above-noted needs as 

well as other needs. The exemplary expert service system dynamically obtains data 
related to effective fixes corresponding to various symptoms or faults from a plurality of 
diagnostic systems via a data transmission network. The expert service system then 
categorizes and validates the collected data, and generates information related effective 
fixes corresponding to each fault or symptom based on the collected data. The expert 
service system then provides expert suggestions related to effective fixes to each 
problem to the plurality of diagnostic systems. The expert service system may be 
implemented as a server that allows diagnostic systems to connect to, and establish 
communication with, the server via a data transmission network, such as the internet. 
[008] In one aspect, the expert service system performs additional analysis on 

the data received from the diagnostic systems to provide a prediction of possible failure 
of a specific part and/or component for a specific model year of vehicle. For eadr 
vehicle of a specific model year, the expert service system may use statistical methods, 
such as regression analysis, to determine what components may experience problem 
after a certain mileage range or period of time based on the data received from the 
diagnostic systems. The prediction is included in the expert suggestions. Once the 
diagnostic system receives such data, the diagnostic system may generate a report to 
vehicle owners regarding possible failures of various components so that preventative 
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measure can be taken to prevent unexpected breakdown. The diagnostic systems may 
link the data related to expert suggestions to a client database that includes data related 
to client's vehicles and personal information, such as name, telephone number and 
address. When the client's vehicle fits the prediction scenario, such as after certain 
mileage, the diagnostic system may prompt technicians to notify the vehicle owner for a 
check. 

[009] In another aspect, the expert service system allows only authorized 

diagnostic systems to access the expert suggestions. The authorized diagnostic 
systems may include diagnostic systems that have subscribed to the service or have 
sent data related to fixes corresponding to symptoms to the expert service system, etc. 
The diagnostic systems may include systems for diagnosing machines, vehicles, 
electronic devices, patients, and the like. 

[010] Additional aspects and advantages of the present disclosure will become 

readily apparent to those skilled in this art from the following detailed description, 
wherein only exemplary embodiments of the present disclosure is shown and described, 
simply by way of illustration of the best mode contemplated for carrying out the present 
disclosure. As will be realized, the present disclosure is capable of other and different 
embodiments, and its several details are capable of modifications in various obvious 
respects, all without departing from the disclosure. Accordingly, the drawings and 
description are to be regarded as illustrative in nature, and not as restrictive. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[011] The present disclosure is illustrated by way of example, and not by way of 

limitation, in the figures of the accompanying drawings and in which like reference 
numerals refer to similar elements and in which: 

[012] Fig. 1 A is a block diagram showing system architecture of an exemplary 

expert service system. 

[013] Fig. 1B shows an exemplary diagnostic system implemented as an engine 

analyzer. 

[014] Fig. 1C depicts a block diagram of an exemplary data processing system 

that can be used to implement the diagnostic system and the expert service system 
according to this disclosure. / 
[015] FIG. 2 shows a snapshot of an exemplary user interface of the diagnostic 

system. 

[016] FIG. 3 is a flow chart illustrating the operation steps of the diagnostic 

system. 

[017] FIG. 4 is a flow chart showing the operation of the expert service system . 

DETAILED DESCRIPTION OF THE DISCLOSURE 

[018] In the following description, for the purposes of explanation, numerous 

specific details are set forth in order to provide a thorough understanding of the present 
disclosure. It will be apparent, however, to one skilled in the art that the present 
disclosure may be practiced without these specific details. In other instances, well- 
known structures and devices are shown in block diagram form in order to avoid 
unnecessarily obscuring the present disclosure. 
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SYSTEM ARCHITECTURE 

[019] Fig. 1 A is a block diagram showing system architecture of an exemplary 

expert diagnostic system according this disclosure for providing diagnostic suggestions 
to assist diagnosing vehicles. Referring to Fig. 1 A, a plurality of diagnostic systems 10 
are connected to, and in communication with, an expert service system 50 via a data 
transmission network 52. Each of the diagnostic systems 10 may be of any type, such 
as engine analyzers, battery testers, aligner, balancer, computer testers, equipment 
testers, medical diagnostic systems, etc. The expert service system 50 may be 
implemented in a data processing system, such as a server. 
[020] Fig. 1 B shows an exemplary diagnostic system 10 implemented as an 

engine analyzer. The diagnostic system 10 includes a data processing system 100 and 
associated equipment/circuits connected to the data processing system 100, such as 
engine analyzer circuit 1 1 and scanner 26. The engine analyzer circuit 1 1 is typically 
equipped with a test lead boom 12, including a plurality of test leads and/or sensors 
adapted to be connected to various points of a vehicle engine, and a signal processing 
and conditioning circuit 13 for interfacing the test lead boom to the data processing 
system 100. The scanner 26 is implemented for connecting to an on-board computer to 
retrieve data stored therein. The data obtained by the scanner is passed to the data 
processing system 100 for further processing. Detailed structures and operations of the 
diagnostic systems are also described in U.S. Patent application No. 09/669,334, titled 
C,, SYSTEM FOR DYNAMIC DIAGNOSIS OF APPARATUS OPERATING CONDITIONS," 
filed October 30, 2000, U.S. provisional application No. 60/063,361, filed October 28, 
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1997, and U.S. patent No. 6,141,608, all assigned to the assignee of the current 
application, the entireties of which are incorporated herein by reference. 
[021] Fig. 1C shows a block diagram of an exemplary data processing system 

upon which a diagnostic system 10 and/or an expert service system 50 may be 
implemented. The data processing system 100 includes a bus 202 or other 
communication mechanism for communicating information, and a data processor 204 
coupled with bus 202 for processing data. Data processing system 100 also includes a 
main memory 206, such as a random access memory (RAM) or other dynamic storage 
device, coupled to bus 202 for storing information and instructions to be executed by 
processor 204. Main memory 206 also may be used for storing temporary variables or 
other intermediate information during execution of instructions to be executed by data 
processor 204. Data processing system 100 further includes a read only memory 
(ROM) 208 or other static storage device coupled to bus 202 for storing static 
information and instructions for processor 204. A storage device 210, such as a 
magnetic disk or optical disk, is provided and coupled to bus 802 for storing information 
and instructions. 

[022] The data processing system 100 may be coupled via bus 202 to a display 

212, such as a cathode ray tube (CRT) or liquid crystal display (LCD), for displaying 
information to an operator. An input device 214, including alphanumeric and other keys, 
is coupled to bus 202 for communicating information and command selections to 
processor 204. Another type of user input device is cursor control 216, such as a 
mouse, a trackball, or cursor direction keys and the like for communicating direction 
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information and command selections to processor 804 and for controlling cursor 
movement on display 212. 

[023] The data processing system 100 is controlled in response to processor 

204 executing one or more sequences of one or more instructions contained in main 
memory 206. Such instructions may be read into main memory 206 from another 
machine-readable medium, such as storage device 210. Execution of the sequences of 
instructions contained in main memory 206 causes processor 204 to perform the 
process steps described herein. In alternative embodiments, hard-wired circuitry may 
be used in place of or in combination with software instructions to implement the 
disclosure. Thus, embodiments of the disclosure are not limited to any specific 
combination of hardware circuitry and software. 

[024] The term "machine readable medium" as used herein refers to any 

medium that participates in providing instructions to processor 204 for execution. Such 
a medium may take many forms, including but not limited to, non-volatile media, volatile 
media, and transmission media. Non-volatile media includes, for example, optical or 
magnetic disks, such as storage device 210. Volatile media includes dynamic memory, 
such as main memory 206. Transmission media includes coaxial cables, copper wire 
and fiber optics, including the wires that comprise bus 202. Transmission media can 
also take the form of acoustic or light waves, such as those generated during radio 
wave and infrared data communications. 

[025] Common forms of machine readable media include, for example, a floppy 

disk, a flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD- 
ROM, any other optical medium, punch cards, paper tape, any other physical medium 
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with patterns of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, any other 
memory chip or cartridge, a carrier wave as described hereinafter, or any other medium 
from which a data processing system can read. 

[026] Various forms of machine-readable media may be involved in carrying one 

or more sequences of one or more instructions to processor 204 for execution. For 
example, the instructions may initially be carried on a magnetic disk of a remote data 
processing system, such as a server. The remote data processing system can load the 
instructions into its dynamic memory and send the instructions over a telephone line 
using a modem. A modem local to data processing system 100 can receive the data on 
the telephone line and use an infrared transmitter to convert the data to an infrared 
signal. An infrared detector can receive the data carried in the infrared signal and 
appropriate circuitry can place the data on bus 202. Bus 202 carries the data to main 
memory 206, from which processor 204 retrieves and executes the instructions. The 
instructions received by main memory 206 may optionally be stored on storage device 
210 either before or after execution by processor 204. 

[027] Data processing system 100 also includes a communication interface 218 

coupled to bus 202. Communication interface 218 provides a two-way data 
communication coupling to a network link 220 that is connected to a local network 222. 
For example, communication interface 218 may be an integrated services digital 
network (ISDN) card or a modem to provide a data communication connection to a 
corresponding type of telephone line. As another example, communication interface 
218 may be a local area network (LAN) card to provide a data communication 
connection to a compatible LAN. Wireless links may also be implemented. In any such 
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implementation, communication interface 218 sends and receives electrical, 
electromagnetic or optical signals that carry digital data streams representing various 

types of information. The data processing system 100, when implemented in the 

\ 

diagnostic system 10, may connect to a data processing system implemented in the 
expert service system 50 via the communication interface 218. 
[028] Network link 220 typically provides data communication through one or 

more networks to other data devices. For example, network link 220 may provide a 
connection through local network 222 to data equipment operated by an Internet 
Service Provider (ISP) 226. ISP 226 in turn provides data communication services 
through the world large packet data communication network now commonly referred to 
as the Internet 227. Local network 222 and Internet 227 both use electrical, 
electromagnetic or optical signals that carry digital data streams. The signals through 
the various networks and the signals on network link 220 and through communication 
interface 218, which carry the digital data to and from data processing system 100, are 
exemplary forms of carrier waves transporting the information. 
[029] * Data processing system 100 can send messages and receive data, 
including program code, through the network(s), network link 220 and communication 
interface 218. In the Internet example, a server 230 might transmit a requested code for 
an application program through Internet 227, ISP 226, local network 222 and 
communication interface 218. 

[030] The data processing system 100 also has various signal input/output ports 

210 for connecting to and communicating with peripheral devices and/or the scanner 
26, the analyzer circuit 1 1 , and/or other test circuits, connectors, cables, leads, probes, 
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etc. The input/output ports 210 may include USB port, PS/2 port, serial port, parallel 
port, IEEE-1394 port, infra red communication port, etc., and/or other proprietary ports. 
The data processing system 100 may communicate with other data processing systems 
via such signal input/output ports 210. As shown in Fig. 1B, interfacing 
equipment/circuits and/or testing equipment may connect to the data processing system 
100 via the input/output ports 210. 



SYSTEM OPERATION 

[031] The diagnostic system 10 provides a fault-based diagnosis of a vehicle, in 

which the system presents a menu of faults or symptoms indicated, e.g., by symptoms 
or service codes. A user selects one or more of the listed symptoms or faults that are 
pertinent to the vehicle under diagnosis. Based on the selected faults or symptoms, the 
system 10 presents a list of suggested tests or fixes to be performed to diagnose or 
cure the faults or symptoms. The tests or fixes are listed in the order in which they 
would most likely be effective in diagnosing the vehicle faults. 
[032] FIG. 2 shows a snapshot of an exemplary user interface 30 of the 

diagnostic system 10. The user interface 30 has a series of icons 31-35, respectively 
designated "Vehicle Identification" and "Test/Analysis." When the Vehicle Identification 
icon is selected, the diagnostic system 10 presents the user with a number of questions 
or fields, such as model year, make, model name, engine size and the like, each field 
presenting the user with a menu of unique values from within that field from which the 
user may select to identify the vehicle under diagnosis. 
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[033] Once the vehicle is identified, the user is able to begin diagnosis by 

selecting the Test/Analysis icon 32, the diagnostic system 10 brings up a screen display 
39 as shown in FIG. 3. A list of symptoms 40 related to the vehicle under diagnosis is 
displayed in the foreground in the screen display 39. The list of symptoms 40 presented 
to the user is representative of industry symptom diagnosis and supports the majority of 
drivability complaints. 

[034] A standard list of symptoms is possible because vehicles use common 

technology. They each have mechanical, ignition, fuel, and computer components that 
function in roughly the same manner. Other more specific symptoms can usually be 
assigned to one or more of the symptoms from the main symptom list. For example, a 
specific symptom of "Vehicle Dies When Taking a Right Turn" will fit under a less 
specific symptom of "Vehicle Dies at Idle/Deceleration/Braking." The tests to diagnose 
the condition are generally the same. A standard list of symptoms is used because it 
provides a consistent interface and diagnostic philosophy for all vehicles. 
[035] When a user selects one or more of the listed symptoms which are 

exhibited by the vehicle under test, the screen display 39 presents a list 42 of possible 
causes of the symptom or symptoms selected and an associate list of test procedures 
to be performed to check for those causes. The test procedures are listed in the order 
of the probability or likelihood that the test will be successful in diagnosing the cause of 
the selected symptom or symptoms. In one embodiment, the diagnostic system 10 
presents a list of suggested fixes for each symptoms such that the user may proceed to 
repair the vehicle directly. 
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[036] Once the symptom or symptoms have been selected and the associated 

recommended test procedures displayed, the user can select one of the displayed test 
procedures, and the system will then launch or initiate that procedure. While the screen 
display 39 lists a recommended order for performing listed tests, the user is free to 
perform the tests in any order desired. 

[037] Once the user selects the test to be performed, the diagnostic system 10 

queries a test library database coupled to the diagnostic system 10 to determine what 
support modules, sensors, and/or circuits are needed for the particular test to be 
performed. The diagnostic system 10 may provide prompts instructing the user connect 
the needed support modules, sensors, and/or circuits to the vehicle and the diagnostic 
system 10. For example, the user will be instructed in the manner of connecting and 
using a scanner for downloading information from the vehicle on-board computer and/or 
controlling operation of certain computer functions. 

[038] The diagnostic system 10 provides a feedback mechanism for users to 

provide data related to effective diagnostic results to the expert service system 50. The 
diagnostic system 10 may provide a "Confirm Diagnosis" icon on the screen. After the 
user performed a selected test procedure and found the root cause for the selected 
symptom or symptoms, the user may click the Confirm Diagnosis icon to indicate that 
the selected test procedure is an effective test for the selected symptom or symptoms. 
In response, the diagnostic system 10 stores data related to the effective test and the 
corresponding symptom or symptoms, including the vehicle model under diagnosis, the 
symptoms, the test name, etc. 
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[039] The diagnostic system may maintain a database to manage the data 

related to the effective test and corresponding symptoms. The diagnostic system 10 
tracks the number of each effective test corresponding to each symptom. Whenever 
the user indicates an effective test effectively isolates the cause of a symptom or fault, 
the diagnostic system 10 may increment the count for the test. The database may 
reside in the storage device 210 of the data processing system 100, and/or in a remote 
data processing system connecting to the diagnostic system 10 via a data transmission 
network. In one embodiment, the diagnostic system 10 sends the data related to the 
effective test to the expert service system 50 after each diagnosis. 
[040] If a test other than the recommended tests found the cause of the 

symptom or fault, the diagnostic system 10 may present a text box for the user to enter 
a brief description of the test used to isolate the cause of the symptoms. That data is 
also saved in a manner as described relative to the effective tests. 
[041] FIG. 3 is a flow chart illustrating the operation of the diagnostic system 10. 

In step 50, the user enters vehicle identification information and selects the 
Test/Analysis icon, which brings up a screen as shown in FIG. 3. In Step 51 , the 
diagnostic system 10 accesses the appropriate database and displays a list of faults 
corresponding to the vehicle under diagnosis to the user as shown in FIG. 3. The user 
then selects one or more faults (Step 522). In response, the diagnostic system 10 
accesses the database with the selected faults, and retrieves information related to 
applicable causes and related test procedures (step 53). If only one fault is selected, 
the diagnostic system 10 sorts the list of possible causes by their respective ranks and 
presents the list to the user along with tests which have been previously performed 
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(Step 56). If more than one fault was selected, the diagnostic system 10 applies a 
ranking algorithm for each cause/test and presents the list of possible cause/test to the 
user (Steps 56 and 57). In Steps 58, the user selects a test to be performed. In 
response, the diagnostic system 10 performs the selected test process (Step 59). In 
step 60, the user indicates, using an appropriate icon, whether the test identified the 
cause of the fault. If the selected test effectively isolates the cause of the symptom or 
symptoms, the diagnostic system 10 stores data related to the effective test in a 
database (Step 62). The user is then prompted whether testing should continue (Step 
63). If so, the last test performed is again highlighted (Step 61); if not, the diagnostic 
system 10 exits the fault testing mode (Step 64). 

[042] The diagnostic system 10 may collection additional information related to 

diagnostics conducted by the diagnostic system 10. For example, information related to 
ineffective tests/fixes corresponding to various symptoms/faults can be collected. 
Information related to the technician who conducted the diagnostics can also be 
collected by the diagnostic system 10. For example, the diagnostic system 10 may 
request a technician to input his or her experience range, such as experienced, 
inexperienced, etc. 

[043] Machine-readable instructions implementing the above-described process 

may be stored in, and executed by, the diagnostic system 10. The machine-readable 
instructions may be stored in a machine-readable storage medium, such as optical 
disks, hard disks, tapes, electronic waves, etc., and distributed to customers. The 
machine-readable instructions may also be distributed via the Internet. Customers who 
wish to have their diagnostic systems to perform the above-mentioned process may 
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download the instructions from the expert service system 50 and/or a web site, and 
install the programs on their own systems. 

COLLECTION AND PROCESSING OF DIAGNOSTIC RESULTS 

[044] As discussed earlier, for every diagnostic process, the diagnostic system 

10 stores data related to effective diagnostic results in a data storage device of the 
diagnostic system 10 or in a remote data processing system coupled to the diagnostic 
system 10 via a data transmission network. The diagnostic results may include 
attributes of the vehicles (year, make, model, engine particulars, etc.), symptoms or 
faults, effective tests for finding causes of a specific symptom, effective fixes 
corresponding to a specific fault, measurements obtained during the diagnoses, 
information obtained from vehicle on-board computers, additional 
comments/descriptions entered by technicians, ineffective tests/fixes corresponding to 
various symptoms/faults, information related to the technician who conducted the 
diagnostics can also be collected by the diagnostic system, etc. The expert service 
system 50 and the diagnostic systems 10 use a predetermined protocol to allow the 
expert system 50 to access the data related to diagnostic results. 
[045] According to one embodiment, the saved data is retrieved when the 

diagnostic system 10 connects to the expert service system 50 via the data 
transmission network 52. The diagnostic system 10 may connect to the expert service 
system 50 for various reasons. For example, the diagnostic system 10 may connect to 
the expert service system 50 to download updated software for providing expert 
diagnostic suggestions as described earlier relative to Figs. 2 and 3. The diagnostic 
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system 10 may be required to connect to the expert service system 50 whenever the 
diagnostic system 10 is operating to access the most updated software stored in the 
expert service system 50 to perform expert diagnostic services. According to another 
embodiment, the data collected by the diagnostic systems 10 may be sent to the expert 
service system 10 via means other than direct data communications. For example, the 
data can be sent to the expert service system 10 via mail or telephone. 
[046] Referring to Fig. 4, after the diagnostic system 10 is connected the expert 

service system 50 (Step 401), the expert service system 50 may generate a request 
signal to the diagnostic system 10 to request data related to the diagnostic results. In 
J response to the request signal, the diagnostic system 10 accesses the data related to 
the diagnostic results and send it to the expert service system 50 (Step 403). After the 
data has been sent to the expert service system 50, the diagnostic system may set flags 
to indicate that the data has be sent. Alternatively, the diagnostic system 10 may delete 
the data from the data storage device in which the data is stored. 
[047] According to another embodiment, after the diagnostic system 10 is 

connected to the expert service system 50 via the data transmission network 52, the 
diagnostic system 10 periodically gathers the data related to effective diagnostic results 
and sends it to the expert service system 50. Alternatively, the expert service system 
50 may periodically issues a request signal to request the diagnostic system 10 to send 
the data related to effective diagnostic results to the expert service system 50. 
[048] The expert service system 50 maintains a database to manage the data 

related to effective diagnostic reisults received from the diagnostic systems 10. After the 
data arrives from the diagnostic systems 10, the expert service system 50 may sort the 
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data based on the symptoms or faults addressed and their corresponding fixes and/or 
tests (Step 405). The expert service system 50 tracks the number of each effective fix 
or test corresponding to each symptom or fault. For each symptom or fault, the expert 
service system 50 ranks the effective fixes or tests corresponding to the symptom or 
< fault based on their respective numbers. In Step 407, the expert service system 50 
assigns only top ranked fixes or tests to each fault or symptom as effective fixes or 
tests, and updates the software for providing expert diagnostic suggestions accordingly 
(Step 409). For example, the expert service system 50 may assign top 10 tests or fixes 
corresponding to each fault or symptom as their respective effective tests or fixes. 
[049] Alternatively, the expert service system 50 may calculate an index for 

each fix or test corresponding to each symptom or fault based on, for example, the 
number of times each fix/test fixed/diagnosed each symptom/fault for each specific 
vehicle, or the ratio of the number of times each fix/test successfully fixed/diagnosed 
each symptom/fault for each specific vehicle, to the number of times the fix/test used to 
fix/diagnose the symptom/fault. The expert service system 50 may use any type of 
indices that is indicative the effectiveness of each fix/test. The expert service system 50 
then updates the recommendations stored in the database based on the ranking of the 
index. 

[050] The expert service system 50 may perform additional analysis to screen 

the data received from the diagnostic systems 10. After data related to effective 
diagnostic results is received, the expert service system 10 performs a validation 
process to determine whether the fixes or tests corresponding to each symptom or fault 
are effective. The data may be reviewed by a group of experts who will indicate 
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whether a specific test or fix corresponding to the fault or symptom is valid. The level of 
experience of a technician who conducted the diagnosis may be taken into 
consideration during the validation process. A validation result is input to the expert 
service system 50. Only valid fixes or tests can be assigned as effective fixes or tests 
by the expert service system 50. 

[051] As discussed earlier, the diagnostic systems 10 allow users to submit 

information related to effective tests or fixes other than the recommended tests/fixes 
corresponding to specific symptoms or faults. The diagnostic system 10 may present a 
text box for the user to enter a brief description of the test used to isolate the cause of 
the symptoms. That data is also saved in the diagnostic system 10 and accessible by 
the expert service system 50. The expert service system 50 apply a validation process 
similar to that discussed above to validate the fixes/tests, and add the fixes/tests to the 
expert suggestions based on the validation result. 

[052] According to another embodiment, the expert service system 50 performs 

additional analysis on the data received from the diagnostic systems to provide a 
prediction of possible failure of a specific part and/or component for a specific model 
year of vehicle. For each vehicle of a specific model year, the expert service system 50 
may use statistical methods, such as regression analysis, to determine what 
components may experience problem after a certain mileage range or period of time 
based on the data received from the diagnostic systems. For example, based on data 
related to numerous diagnostic results related to Honda Accord, the expert service 
system 50 may determine that the vehicle's timing belt is likely to experience a failure 
after 80,000 miles or five years after purchase. The result is included in the expert 
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suggestions. Once the diagnostic system 10 receives such data, the diagnostic system 
may generate a report to vehicle owners regarding possible failures of various 
components so that preventative measure can be taken to prevent unexpected 
breakdown. The diagnostic systems 10 may link the data related to expert suggestions 
to a client database that includes data related to client's vehicles and personal 
information, such as name, telephone number and address. When the client's vehicle 
fits the prediction scenario, such as after certain mileage, the diagnostic system 10 may 
prompt technicians to notify the vehicle owner for a check. 

[053] After the software for providing expert suggestions is updated, the expert 

service system 50 allows the diagnostic systems 10 to download the updated software 
to provide expert diagnostic suggestions using the updated suggested list of tests or 
fixes reflecting the newest update of the expert suggestions. The diagnostic systems 10 
may issue a request signal to the expert service system 50 to access the most updated 
expert diagnostic suggestions. In response, the expert service system 50 controls the 
software including the most updated expert diagnostic suggestions to be delivered to 
the diagnostic systems that requested access to the software. The software 
implementing the expert suggestions may also be distributed to customers via CD- 
ROMs, cartridges, add-on cards, the internet, etc. 

SYSTEM SECURITY AND MANAGEMENT 

[054] The expert service system 50 may allow only authorized diagnostic 

systems to access or receive information related to updated expert diagnostic 
suggestions. Each diagnostic system 10 may be assigned a unique identification code, 
which is sent to the expert service system 50 when the diagnostic system 10 
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establishes communication with the expert service system 50. The expert service 
system 50 maintains a list of authorized diagnostic systems, such as diagnostic systems 
that had sent data related to effective diagnostic results to the expert service system 50 
or had paid or subscribed to sue the service, or diagnostic systems that were purchased 
from a specific source. 

[055] The expert service system 50 may be implemented as a server allowing 

diagnostic systems 10 to connect to the server via the internet, intranet, and/or LAN, 
and the like. In order to limit access to valid users only, the expert service system 50 
controls the distribution of updated expert suggestions based on, for example, a product 
code unique to each diagnostic system made by a specific company. Every diagnostic 
system 10 sold by the specific company includes a circuit or add-on card with an 
embedded product code unique to each machine. Alternatively, the product code may 
be generated by a software application and stored in a specific location of non-volatile 
memories that is accessible by software applications. 

[056] The expert service system 50 maintains a database for valid product 

codes, such as product codes for all diagnostic systems made by the specific company. 
Each time a diagnostic system 10 connects to the expert service system 50 to access 
data related to updated expert suggestions, the expert service system 50 will require 
submission of the product code. The product code can be submitted by manual entry or 
automatic retrieval by software running on the diagnostic system. 
[057] Based on the product code submitted by the diagnostic system, the expert 

service system 50 accesses the user database of valid product codes and determines 
whether the received product code matches one of the valid product codes. In 
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response to a match, the expert service system 50 authorizes the diagnostic system 10 
to access the data; otherwise, access is denied. 

[058] According to one embodiment, system security may be obtained by using 

activation codes to control distribution of the data related to expert suggestions. An 
activation code is similar to a key to unlock the service data downloaded to diagnostic 
systems. Only authorized users will be provided with an activation code. Without a 
valid activation code, even if data related ,to expert suggestions is properly downloaded, 
it cannot be properly installed on or used by the diagnostic system. The activation code 
may be provided to customers when the diagnostic systems 10 are shipped, or may be 
obtained by telephone or e-mail when users subscribe to the service. 
[059] Activation codes can be used in conjunction with product codes to achieve 

higher system security. For instance, the expert service system 50 generates an 
activation code based on a product code submitted by a valid user. The activation code 
is then sent to the user for activating the downloaded data. A software program that 
runs on the diagnostic system will access the product code of the diagnostic system and 
determine whether the product code of the diagnostic system matches with the product 
code from which the activation code is generated. Unless a proper match is obtained, 
the activation code will not unlock the downloaded software. By this process, 
verification of identities of hardware and software is conducted. Thus, duplicates of 
downloaded service data and activation code cannot properly operate on other 
unauthorized diagnostic systems, as a check of product codes would not generate a 
match. 
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[060] The expert service system 50 may also control access to the system by 

creating a database for valid users. For example, only those users paying fees can 
access to the data related to updated expert suggestions. Users will be requested to 
log in every time with a user ID and password so that the expert service system 50 may 
determine identity of a user. Automatic log-in can be achieved by verifying identity 
codes embedded in the requests sent by a diagnostic system. For example, when a 
user uses a web browser to access the website maintained by the expert service 
system 50, "cookies," which are widely used to track a specific computer system, can 
be utilized to determine a user's identity and whether the system has subscribed to the 
service. 

[061] The expert service system 50 may allow users to purchase a license to 

download data related to updated expert suggestions. The license allows a user to 
access the data related to updated expert suggestions for a certain period of time. A 
license code will be generated and sent to the licensee. In certain aspects, a license 
code is similar to an activation code described above, as the license code is necessary 
for unlocking and accessing the downloaded data related to updated expert 
suggestions. The license code may be stored at a specific location on a non-volatile 
memory. The downloaded data related to updated expert suggestions, when executed 
or accessed, will verify whether a valid license code exists. 

[062] In order to ensure that the downloaded data is effective only within the 

licensed period, an expiration date is encoded into the license code. When the 
diagnostic system executes or accesses the downloaded service data, the license code 
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will be read out and compared with system time to determine whether the license is still 
valid. 

[063] Other information can also be embedded in the license code to increase 

system security. The expert service system 50 may allow a diagnostic system 10 to 
access the service data even if the diagnostic system is without a unique product code. 
The diagnostic system 10 will be asked to download an installation program. The 
installation program, when executed, accesses the controller of a hard disk installed on 
the diagnostic system and obtains a serial number of the hard disk. The installation 
program then generates a unique ID based on the serial number of the hard disk. The 
unique ID is treated as a product code as described above and sent to the expert 
service system 50. After the user is properly licensed, the unique ID is used to generate 
an activation code or license code as discussed above. 

[064] The expert diagnostic service and system described above may be utilized 

with any appropriate diagnostic systems, such as medical diagnostic systems for 
diagnosing patients, battery testers for testing batteries, engine analyzer for analyzing 
engines, and the like. 

[065] The disclosure has been described with reference to specific 

embodiments thereof. It will, however, be evident that various modifications and 
changes may be made thereto without departing from the broader spirit and scope of 
the disclosure. The concepts described in the disclosure can apply to various 
operations of the networked presentation system without departing from the concepts. 
The specification and drawings are, accordingly, to be regarded in an illustrative rather 
than a restrictive sense. 
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